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Executive Summary

The modern data breach is not merely a security event — it is a regulatory crucible. When a
misconfigured cloud storage bucket exposes 110,000 files containing the personal information of
tens of thousands of consumers, organizations face an unforgiving clock. Under the California
Consumer Privacy Act (CCPA), they have 45 days to identify, validate, and notify affected residents.
Failure carries substantial legal, financial, and reputational consequences.

| 's;'\‘ .%Li:é‘-z—-'- = e .
—— el

L
\
\

N

Aeren LPO has developed and operationally Key Outcome at a Glance

proven a hybrid Al + human review model for
breach response that meets this challenge
head-on. This white paper details our approach,
validated through a real-world engagement in
which  we reviewed 110,000 documents,
identified 5,800 affected California residents,
and  delivered notification  to 4,100
CCPA-notifiable consumers — all within 40 days.

One retail client. One misconfigured S3
bucket. 110,000 files. 40 days to full
CCPA compliance.

Aeren LPO has built a proven, repeatable breach Files Reviewed Docs with P

response capability that serves organizations
across retail, financial services, healthcare, and
technology — sectors where the convergence of
high data volumes and strict regulatory
timelines demands a purpose-built solution.

CA Residents To Full Notification
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The Data Breach Landscape :
Why Speed and Accuracy Are Non-Negotiable
Data breaches involving cloud infrastructure have become one of the most prevalent and costly

security failures in the enterprise environment. Misconfigured storage buckets — such as Amazon S3
buckets left publicly accessible — have exposed billions of records globally in recent years. The

consequences extend far beyond the immediate incident.

The Regulatory Stakes

The CCPA imposes a 45-day notification
deadline from the point of discovery for
breaches involving California residents' personal
information. Violations can result in statutory
damages of up to S750 per consumer, civil
penalties, and Attorney General enforcement
actions. For a breach affecting thousands of
consumers, the financial exposure is significant
— and entirely avoidable with the right response
infrastructure in place.

Beyond California, organizations increasingly
face overlapping state and federal obligations.
Multi-jurisdictional breach response — isolating
CCPA obligations from GDPR, HIPAA, or
state-specific equivalents — demands a
sophisticated, systematic approach that
manual-only review cannot reliably provide at
scale.

The Volume Problem

The central challenge in modern breach
response is not legal complexity alone — it is
data volume. When a storage bucket contains
110,000 documents spanning CSV exports, PDF
forms, chat logs, and Excel sheets, traditional
review methods are neither fast enough nor
accurate enough to meet statutory deadlines. A
human team reviewing documents one-by-one
at standard legal review rates cannot process
110,000 files in 45 days with the precision
required for regulatory defensibility.

This is the problem Aeren LPO

was built to solve.

Aeren LPO's Breach Response Methodology :

The Hybrid Model

Aeren LPO employs a purpose-built hybrid methodology that combines the throughput and
pattern-recognition capabilities of Al with the contextual judgment and quality assurance of trained
legal reviewers. This model delivers three critical outcomes: speed, accuracy, and defensibility.

Phase 1: Data Ingestion and Pre-Processing

Every engagement begins with structured ingestion of the exposed dataset. In this engagement,
approximately 110,000 documents were pulled from the misconfigured S3 bucket. These included:

CSV exports and

internal Excel reports

Return processing

documents & customer

registration forms
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All documents were uploaded into Canopy Al's breach response platform, with OCR applied to
scanned materials to ensure full text extraction prior to analysis.

Phase 2: Al-Powered Entity Discovery

Shipping and billing
addresses

Full names, email addresses,
& phone numbers

Customer support messages
containing usernames or passwords

Credit card last
four digits

Canopy's Identity Stitching Engine then consolidated disparate data points into unifled consumer
records — ensuring that a single individual mentioned across multiple documents was counted once,
not multiple times. The Al review flagged 27,500 documents as containing probable personal data —
reducing the active review population from 110,000 to 25% of the original corpus with high precision.

Phase 3: Manual Extraction and Validation

Al triage alone is not sufficient for regulatory compliance. Aeren LPO's legal review team performed
targeted manual validation on four document categories requiring human judgment:

Low-confidence Al hits — Embedded P! in open-text chat logs
01 names appearing in marketing 02  — customers who typed credentials
templates or HTML headers into support conversations
Redundant and templated Al-misclassified placeholders —
03 documents — duplicate invoices 04 test data triggering entity detection
inflating Pl document counts despite no real PI

Reviewers also performed jurisdictional validation — confirming California residency through ZIP
codes, state fields, and area codes — enabling precise CCPA scoping separate from any GDPR,

HIPAA, or other applicable frameworks.
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Phase 4: Reporting, Notification, and Audit
Upon completion of the review, Canopy's dashboard generated structured output including:

4,100 CCPA-notifiable

consumers (Pl confirmed +
unauthorized access confirmed)

Individual consumer profiles were exported to structured CSV reports, which served as the basis for
customized notification letters. All notices were delivered within 40 days of the initial discovery date —
flve days ahead of the statutory 45-day deadline. A comprehensive audit trail was maintained via the
Canopy platform, providing a fully defensible record for potential AG review.

Documented Results

The following table and chart summarise the measurable outcomes of the engagement.

Total Files Reviewed

Documents Containing Personal Information
California Residents Identified
CCPA-Notifiable Consumers

Al Triage Time Reduction

Notification Deadline Met

Audit Trail Maintained

Regulatory Defensibility

110,000

27,500 (25% of corpus)

5,800

4,100

70% versus manual-only baseline

Yes — 40 days (5 days ahead of 45-day limit)
Yes — via Canopy platform

Full — AG-ready documentation

Document Classification - 110,000 Files

3.7%
1.5%

CCPA-Notifiable - 4,100 docs
CA- Non-Notifiable - 1,700 docs
PI-Non-CA -21,700 docs

No PI - 82,500 docs
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Thought
Leadership :

The Future of
Breach Response

Al as Force Multiplier, Not Replacement

The most Iimportant lesson from this
engagement is that Al and human review are not
alternatives — they are complements. Canopy's Al
reduced triage time by 70%, but it was the Aeren
LPO review team that ensured the accuracy of the
final notifiable population. Automated systems
trained on pattern recognition will misclassify test
data, templated content, and contextual edge
cases. Human reviewers with legal training
correct those errors — and those corrections are
precisely what makes the output defensible.
Organizations that deploy Al without human
validation risk  both over-notification and
under-notification. The hybrid model eliminates
both failure modes.

Al as Force Multiplier, Not Replacement

California's CCPA was the regulatory vanguard,
but it is no longer alone. As of 2024, more than a
dozen U.S. states have enacted comprehensive
consumer privacy legislation, each with distinct
definitions of personal information, notification
timelines, and covered entities. Any breach
involving consumer data at scale will almost
certainly trigger multi-jurisdictional obligations.
Aeren LPO's state-specific filtering capabilities
— isolating California obligations from GDPR,
HIPAA, or other applicable frameworks within a
single review workflow — represent a significant
operational advantage.

Defensibility is a Strategic Asset

In an enforcement environment where state
Attorneys General are increasingly active and class
action litigation following data breaches has become
routine, the quality of an organization's breach
response documentation is itself a strategic asset. A
clear, timestamped, platform-maintained audit trail
demonstrating  good-faith,  deadline-compliant
notification efforts materially reduces litigation risk
and enforcement exposure. Aeren LPO's
documented, platform-supported review process
produces exactly this kind of defensible record —
transforming breach response from a reactive crisis
Mmanagement exercise Into a proactive risk
mitigation strategy.

Who This Is For : Industries &

Organizations at Risk

Any organization that collects, stores, or processes
personal information from California residents is
subject to CCPA breach notification obligations. In
practice, the industries with the greatest exposure
include:

Retail and E-Commerce

High volumes of customer registration,
transaction, and support data across
fragmented cloud environments.
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fg’;“} Financial Services and Fintech T Technology and SaaS Platforms
Dense concentrations of sensitive Pl Extensive user data repositories,
including account credentials, payment frequent third-party integrations, and
data, and identity documents. complex data lineage.

4 Sy ] )

© Healthcare and Insurance g_-‘: Data and Identity Services

Overlapping HIPAA and state privacy Organizations managing consumer data
obligations requiring multi-jurisdictional on behalf of others carry compounded
scoping and precision notification. liability and require the highest standards

of breach response rigor.

How Aeren LPO Engages

We operate as a seamlessly integrated extension of your legal, compliance, or privacy team — or as
a standalone breach response partner. Our engagement models include:

Breach Response Review

End-to-end Al + human review of exposed datasets, from ingestion through notification-ready output.

Ongoing Breach Response Retainer

Standing capacity for organizations with recurring incident exposure, with pre-agreed SLAs and
dedicated review teams.

White-Label and Referral Partnerships

For law firms, breach notification vendors, cybersecurity firms, and data intelligence providers
seeking a trusted review partner.

Multi-Jurisdictional Scoping

Regulatory analysis and filtering across CCPA, GDPR, HIPAA, and U.S. state privacy laws for
complex cross-border incidents.

CCPA Compliance Framework: What This Engagement Demonstrates

For organizations and their partners evaluating breach response capabilities, the following CCPA
compliance benchmarks were met in full during this engagement:

@ Consumer Notification within 45 Days @ Consumer Access Provided Upon Request

@ Full Audit Logs Maintained @ Individual Notification Scope Tracked
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These outcomes were not achieved by chance — they were the
product of a repeatable, documented, technology-assisted process
designed from the ground up for regulatory compliance. Every step
of the Aeren LPO methodology is designed to produce outputs that
satisfy not only the letter of CCPA notification requirements, but the
evidentiary standards of potential enforcement proceedings.

Conclusion

Data breaches at scale are not going away. If
anything, the combination of expanding cloud
infrastructure, increasingly sophisticated threat
actors, and a rapidly proliferating regulatory
landscape will make breach response one of the
defining legal and operational challenges of the
next decade.

Aeren LPO has built — and operationally proven
— the model that meets this challenge: a hybrid
Al + human review capability that delivers
speed, accuracy, and regulatory defensibility at
enterprise scale. Our engagement described in
this white paper — 110,000 documents, 5,800
affected consumers identified, full CCPA
notification completed in 40 days — is the
evidence.

Aeren LPO is actively partnering with law firms,
breach notification vendors, cybersecurity
firms, and enterprise compliance teams to bring
this capability to market at scale. We welcome
the opportunity to discuss how our approach
can serve your organization or your clients.

AAN

ams www.aerenlpo.com
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